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Introduction

This document describes GSP Master OPC server configuration and using in SCADA systems.

User should know GSP protocol concepts for proper using of GSP OPC Server. For detail Information
about GSP protocol please refer to GSP specification documentation.
http://pbscontrol.com/pdf/gsp spec.pdf

We will talk about GSP protocol and concepts as it is possible for this document.

GSP ( GPRS/3G for SCADA Projects ) protocol is developed for SCADA systems which has following
specification :

- There is not a stable communication media between RTUs and Master SCADA.

- RTUs has dynamic IP address.

- There is one Valid and static IP address for master SCADA.

- Time Synchronization is required between master SCADA and RTUS.

- Local Data buffering in RTU is required when Communication is offline and sending logged data
to SCADA master after establishing connection.

- Number of total I/O for transition between RTU and Master SCADA is not more than 448 Tags

- There are many RTUs in Project. GSP is designed for SCADA with huge number of RTUs.

- Target project for GSP is power and gas distribution SCADA.

GSP client side is implemented in pbsSoftLogic ( Linux Kernel) , icoDas UPac5000 with MiniOs7 and SSP
GPRSRTU.
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Installation

Download GSP Master OPC server from http://www.pbscontrol.com/pbsProducts/pbsGSPMOPCSrv.zip

Unzip pbsGSPMOPCsrv.zip at any directory on target system. As an example you will unzip it to
c:\pbscontrol\GSPOPCSrv directory.

GSP Master OPC server is developed by C# and it needs following components on your system for
proper running:

- Dot Net framework Runtime 3.5 SP1
http://download.microsoft.com/download/2/0/E/20E90413-712F-438C-988E-
FDAA79A8AC3D/dotnetfx35.exe

- OPCDA2 .0 Core component distribution http://www.pbscontrol.com/runtime/OPCRT2 3.rar
run by administrator for proper OPC registration on computer.

- GSP OPC server is using MS SQL Server or MySQL for data archiving. Please check OPC server PC
SQL Server and MySQL connection to Data base Server.

- RAM Disk Driver. GSP OPC server is using RAM Disk for communication with RTUS.
http://www.pbscontrol.com/runtime/Dataram RAMDisk V3.5.130R18.msi

- OPCClient /Browser utility.
http://www.pbscontrol.com/runtime/InstallOpcClassicDemoClient4 41 1.exe

After unzipping pbsGSPMOPCSrv.zip to c:\pbscontro\GSPOPCSrv directory, you can see following files:

I cfg
@ GetsoLConnstr exe
= M550L_Data.sql
= M550QL_Index.sql
|&| My3ql.Data.dl
|| options, xml
(87 phsGSPMOPCSrY2 . axe
|%| phsOPCSrART.AI
] WROPCSvr, dl

pbsGSPMOPCSrv2.exe: it is main OPC file. For the first time run it as administrator for registering OPC
server components in windows registry.

WtOPCsvr.dll: OPC DA implementation by C.

pbsOPCSrvAPIdll: Wrapper class for using WtOPCSvr.dll in Dot net CLR.
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Options.xml: OPC configuration file

Cfg directory: RTU configuration directory .

MSSQL_Data.sql , MSSQL_Index.sql Microsoft SQL Server script for building index and data table .
GetSQLConnStr.exe simple utility to find SQL Server Connection String.

OPC configuration

Open options.xml file with any Editor. There are following parameters in this file:

“Node=
=NamerMasterTPRddress - MNane =
=DescrMasterTPRddress-< Desc=
=Waluex10_ 7113 6B0=/Talues>

= fNodex

“Node=
=Name>TCPIPPort = Nane:>
=“Desc-TCPIPPort = /Desck
=Value=20000<,Taluax

= fNodex

“Node=
“Name>RTUTDE££f1ineTime < /HName =
“Lezc-0EflineTime (sec) < /Tascx
=Waluex300=,Talue>=

= fNodex

“Node=
“Namer>BAiMIrivePath- /MName>
=DescrRAiMIrivePath- /Tesc>
“Falue=e:\SSPOPC= /Value=

= fNodex

“Node=
=Namer>SQLEnable= MName >
=Descr50LLoggingEnable-=/Tiesc=
=Waluex0-< Talue=

= /Hode=

“Node=
“Name>MySQLEnable< /Hane >
“Desc-MySQLLoggingEnable-= /Dascx
=Waluerl< /Talue=

= fNodex

“Node=
=Namer>SQLConnStyr = /Name >
“Desc-50LConnection String = /Descx
“Valuergerwver=localhost ; uzer=root ; dat abase=pbshmi ; port=3306 ; passwrd—ooo; < Talue -

= fNodex
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MasterIPAddress: IP address of SCADA 1/0O server. If there are more than one IP address on
the 1/0 server, you need to set exact IP address which will communicate with RTUS, otherwise
you will be see error in Event viewer.

TCPIPPort : TCP port for communication with RTUs. All RTUs and Master SCADA should use
same TCP port for proper communication. Please add TCP port to Server Firewall and allow
both side communication.

RTUOfflineTime : OPC server will change RTU Online status to Offline , if there is no any valid
communication between RTU and master SCADA for more than RTUOfflineTime Second .

RAMDrivePath : GSP OPC server is using RAM Drive for communication between RTUs and
Master SCADA . Please download and install

http://www.pbscontrol.com/runtime/Dataram RAMDisk V3.5.130R18.msi to GSP OPC Server
Computer. Set Drive Name in RAMDrivePath Parameter.

SQLEnable : Set this parameter to 1 if you want to log all RTU GSP data on MS SQL Server .

MySQLEnable : Set this parameter to 1 if you want to log all RTU GSP data on MySQL Server .
you can use MS SAL Server or MySQL .

SQLConnStr : SQL or MySQL Connection string .
Cfg Directory:

You need to put RTU specifications in cfg directory. Make one directory for each RTU inside cfg
directory and copy GSPTags.xml file there. For example if RTU id is 10 , make RTU10 inside cfg
directory and copy GSPTAgs.xml file inside /cfg/RTU10 directory.

I

i I

o L RTU3
I

You can use any name for RTU directory. RTU ID is inside GSPTags.xml file.
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GSPTags.xml file : you can see a simple configuration file as following :

“Wersions1 0. 0=;/Ter=sion=

=Params RTUID="10" Enahle="True" phsHMIPrefix="" /=
=Tay MName="DoorState" Type="DI" Address="1" /=

=Tay MName="TempState" Type="DI" ALddress="2" /=

=Tay MName="PMStatu=s" Type="DI" Lddres=="8" /=

=Tay MName="THDTavr" Type="RIL" Addres=="1" /=
=Tay MName="THDIav" Type="RIL" Addres=z="2" /=
=Tay MName="H3U1" Type="RAL" 2address="3" /[=
=Tay MName="H5U1" Type="RAL" 2address="4" /=
=Tay Name="HTU1" Type="RAL" 2address="&" /=
=Tay MName="H3U2" Type="RAL" 2address="&" [=
=Tay MName="H5U2" Type="RAL" 2address="71" /=
=Tay Name="HIU2" Type="RAL" 2aiddreszs="8#" /[=
=Tay MName="H3U3" Type="RAL" 2aiddress="9" [=
“Tay MNam=="H5Y¥3" Type="RAIL" Aiddress="10" /(=
“<Tay Name="HTV¥3" Type="RAIL" Aiddress="11" /(=

=Tay Mame="TW12" Type="FI" Aiddres=z="1" /=
=Tay Mame="W23" Type="FI" Aiddres=z="2" /=
=Tay Mame="UW31" Type="FI" Aiddres=z="3" /=
=Tay Mame="T1" Type="FI" Addres=s="4" ;=
=Tay Mame="I2" Type="FI" Address="H" ;=
=Tay Mame="I3" Type="FI" Address="&" ;=
=Tay Name="PSum" Type="EI" Aaddress="71" /=
=Tay MName="05um" Type="EFI" Aaddreszs="8#" /=
=Tay Name="55um" Type="EI" Aaddress="9" /=
=Tay Name="PE£Sum" Type="FI" &address="10" /=
=Tay MName="Tunbh" Type="EI" Aaddress="11" ;>
=Tay Name="Tunh" Type="EI" Aaddress="12" ;>

=Tay Mame="TTotal" Type="ULI" Aiddre=ss="1" [=
=Tay Name="RETotal" Type="ULI" Aaiddress="2" ;=

Params.RTUID each RTU should has unique ID. ID is between 1 and 65535. There are 2 bytes for
RTU ID in GSP Protocol.

Params.Enable Set it False if RTU is not enable in Project.

Params.pbsHMIPrefix if you are using pbsHMI as Master SCADA Software , then it is advised
to use Data logging facility of GSP OPC server and only use pbsHMI for SCADA . normally
pbsHMI added some prefix to Name of Tags and you need to set this prefix in this parameter .
When you are using GSP OPC server for data logging, then you have 100% data backfilling
facility with pbsHMI Platform.
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You need to add one Tag Elements in GSPTags.xml file for each RTU GSP Tag.
Tag.Name : Name of Tag . It should be unique for each RTU.
Tag.Type : Tag Type . There are following Data Types in GSP Protocol:

- DI - Digital Input

- DO - Digital Output

- DOS - Digital Output Status

- Al- Analog Input ( signed short)

- AO - Analog Output (signed short)
- AOS- Analog Output Status

- Fl—Float input

- LI=Long Input (signed long )

- ULl - Unsigned Long Input

DO and AO will use for sending Command to RTU . DOS and AOS will use for reading DO and
AO status.

Tag.Address : Tag address start from 1 and ended to 64 for each data type . so you can read
maximum 7x64 = 448 Tags from RTU and write 2x64 = 128 Tags to RTU .

GSP frame will read all tags from RTU in one frame and Write DO and AO one by one to RTU by
separate frames.
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GSP OPC Runtime
Before running GSP OPC server you need to check following points in I/O Server computer:

- OPCruntime is installed properly.

- Dot Net 3.5 is installed with latest Service pack.

- You have proper connection with SQL server or MySQL if you want to use data logging.
- You configure options.xml file and cfg directory.

Run pbsGSPMOPCSrv2.exe as administrator for first time. GSP OPC server needs to do some
modification in Windows Registry, so you should run it as administrator.

GSP OPC server will move to task bar automatically at startup .

G E Ve »
@ 0 O

Customize. ..

ndﬂ][[ﬂ:g}

With double click on GSP OPC Server icon, you can see following form:

i~ pbsControl GSP Protocol Master OPC SEryer 0] =]

File:

OPC Start Date :Monday, September 28, 2015:12:04:38 PM
Process Control

P BS cEntrol
Building Automation

Industrial Software Solutions SCADA Platform

You can shut down OPC here and see OPC Start Time. Other OPC parameters can be read/write
by any OPC browser.
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Run Softing OPC Browser utility (or any other OPC browser utility) to see operation of GSP OPC
server.

=4 Softing OPC Classic Demo Client =10 x|

File Edit Session Wiew Help
O = = > k.S @ |
elete Stop  Connect Start wite

Mew Open Save
== Data Access W2 =]
H-48 BwlpcServeDas

Froperties

<

& Kepware Communications Server 5.5

& pbeControl DMP3_MewOPCIT

& phsContral_DNP3_0PCH

& phsControl_DNP3_0OPC2

& phsControl_DMP3Slave OPCServery.0
& phzControl_Modbustd aster_OPCServery1.0
& phbzControl_Modbustd aster_ OPCServeryl 4
& pbsFXOPCSy
Lo B b G S PHOPCS e
& pbsHMIOPCSrvSimu/2
& pbeHMWiewlPCSrA1.0
& pbslEC104MOPCS v
2
&
&
&
&
o
<
1<
1<
i<
&

phztodbusSlave_OPCSry
phztodbuzSlave_OPCSrl2
pbztodbuzSlave_OPCSrvl3
phztodbuzSlave_OPCSrld
phzbodemtdBOPC
pbzSOAP_DOPC_Server
pbzSoftLogicOPCSrSinu
SDG OPC Data Access Server
Simulator OPC-DA Server
SMNMPOPC

A2 YBSerer

@ WELE_OPC_SRAY hd|

LRL: Iopcda:a’a’.u’pbsGSF'MDF'CSW.'"{354435?‘B-3135-3844-432D-434543442D34} Add Server |

OPC Servers I Da Browsel Da Itemsl AE Browse | AE Eventsl BAE Eonditionsl Ermors |

Ready S

Open Data Access2 and then select pbsGSPMOPCSrv Item .

Double click on pbsGSPMOPCSrv for connection with OPC Server .
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k-4 Softing OPC Classic Demo Client
File Edit Session Yiew Help
O = =

Mew Open Save

Froperties

x

Deléte Stop Connect Start

E|@ Data Access
E-@® opedatff{phsGSPMORCSry/{35
L@ group

- System

----- & DoorState
----- & TempState
----- & PMStatus

----- & THDVav
----- & THDlav
..... @ Ha
----- @ Havi
..... @ HM
..... & HN2
..... @ Hev2
..... @ HM2
..... @ HV3
..... ® Heva
..... @ HM3

----- & RETotal

EEE

[

<| I _;I OPC Servers DA Browse | DA ltems | AE Browse | AE Events | AE Conditionsl Errors I

Dazdu

In DA Browser Tab you can see all defined RTU in the cfg directory.

Select one RTU and add all RTU tags by right click menu .

&dd Ikems Faor all Tags
----- € Write All TtemIDs To File
""" @ addas Group with all Tags
..... g Properties F7
----- @ THDlav
----- & HMW
----- & HEN
----- & H™A
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= 10.5pstem.RecFrames 0 GOOD 12:04:38.692
(=4 10 Spstern NewtScanForced 0 GOOD 12:04:38.692
(=5 10 Spstern NewtScanS e 0 GOOD 12:04:38.692
& 10.DaorState i GO0OD 12:04:38 692
® 10.TempState i GOOD 12:04:38 692
# 10.PMStatus a GOOD 12:04:38.692
& 10.THD aw a GOOD 12:04:38.692
@ 10.THDIav I GOOD 12:04:38.692
= 10H I GOOD 12:04:33.692
= 10.HT1 I GOOD 12:04:33. 692
= 10.H™1 I GOOD 12:04:33. 692
B 10HN2 I GOOD 12:04:33.692
= 10 HT2 I GOOD 12:04:33.632
= 10 HR2 I GOOD 12:04:33.692
= 10HNI I GOOD 12:04:33.692
& 10 HTY3 i GOOD 12:04:38 692
& 10H?3 i GO0OD 12:04:38 692
& 1012 i GOOD 12:04:38 692
& 10423 i GOOD 12:04:38 692
& 1043 a GOOD 12:04:38.692
= 1011 I GOOD 12:04:38.692
=102 I GOOD 12:04:33.692
= 1013 I GOOD 12:04:33.692
& 10.PSum I GOOD 12:04:33. 692
& 10.05um I GOOD 12:04:33.692
= 10.55um I GOOD 12:04:33.632
= 10.PiSum I GOOD 12:04:33.632
= 10 unb I GOOD 12:04:33.692
& 10.Iunh i GOOD 12:04:38 692
& 10.TTatal i GO0OD 12:04:38 692
& 10.RETatal i GO0OD 12:04:38 692
1 System. Onling 1 GOOD 13:02:38.242
® 1 System. RecFrames ag GOOD 130238242
[ 1 System MextScanForced 0 GOOD 12:04:38.680
[ 1.5pstem MextScanSec 0 GOoOD 12:04:38.680

RTU Tags in GSP OPC Server:
{RTUID}.{TagName} for user tags
{RTUID}.System.Online for showing Online status of RTU

{RTUID}.System.RecFrames for showing Number of Received frames from RTU . It will be reset
when RTU going to offline.

{RTUID}.System.NextScanSec : It will send Next scan time to RTU .
{RTUID}.System.NextScanForced : It will forced RTU to use New NextScanSec Parameter.

In above example RTU with ID 1 is online and it received 88 Frames.
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GSP OPC Data Archiving on SQL Server

GSP OPC Server can archive data on MS SQL Server or MYSQL Server. In this part we will talk
about MS SQL Server configuration.

1- Make a new database in SQL Server with name pbsHMI.

—ioix

Seleclapage S Scrpt - Help
& General
2 Dptiens Dalabase name [pbsHMI
& Filegroups

Owner. |<default> _I

¥ | Wse full textindewing

Database files:

Logical Mame | File Type | Filegroup | Initial Size [MB) | Autogrowth £ b axsize

phsHMI ROWS..  PRIMARY 5 i By 1 ME. Unlimited

phbsHMI_log LOG Mot Applicable | 2 By 10 percent. Unlimited
Server
KAMJOOT4204M5SALSERVERF
Connectior:
kamjooT 4204 amjoo-T420
3 View connection praperties

Ready 0 | 0|
Add | Remave |
0K Cancel
| Lo [e=],

Do not change other parameters and click on ok button.

2 — Make a new Query and copy / paste file content of MSSQL_Index.sql file in new query.

Fie Edit  Migws Debug Tools  Window  Help
biad e e S e | new query [y R PG| £ A3
Objeck Explarer

Connect~ 3 & @ 7 3] .5
Bl Lﬂ KAMIOOT4200MSSLSERNVERFZ014 (S0 Server 12,0,4213.0 - kar
E [ Databases
[ Svstem Databases
[ Database Snapshoks
= | fyien
[ Database Diagrams
[ Tables

[ew Query (Chrlry ] ™ 1 x

[~
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ha SOLQuery1.sql - KAMIODT 420\ MSSOLSERVERF2014.phsHMI {(kamjooT4 20 kamjoa-T420 {56))* - Microsoft SQL Server Management Studio (Administrator)
Fle Edit WYiew Query Froject Debug Tools Window Help

Pl T | vewouery (D rhvl | 4 @9 o -0 ] b || @ -J| S5 e (e - o
i | [pbshmn A ! e bopebug B o 30 8 | 3T g5 ey =

e 2 Bl s o oo vz o< [
Connect~ 33 &) m T 2] .§ USE [phsHMI] E
) | gh KAMIOOT420{MSSQLSERYERF2014 (SQL Server 12.0,4213.0 - kar s £
[ [ Databases
[ System Databases
[ Datahase Snapshots

Jf*====% pbject: Table [dbo].[Index] Script Date: 9/28/2015 1:18:48 PM *=====%/
SET ANSI_HWULLS ON

= [ phsH 0
[ Dakahase Diagrams
SET QUOTED_IDENTIFIER ON
[ Tables . -
[ Views
(L3 Synonyms .
@ Programmabily [ZICREATE TABLE [dbo].[Index](

[I0] [int] IDENTITY(1,1) NOT NULL,

[Taghame] [nvarchar](255) NULL,
CONSTRAINT [PK_Index] PRIMARY KEY CLUSTERED
(

(23 Service Broker
3 Storage
[ Security
[ Securiy
[ Server Objects
[ Replication
[ Alwayson High Availahility
3 Management
[ Inkegration Services Catalogs
[ saL server Agent

[ID] AsC
JWITH (PAD_INDEX - OFF, STATISTICS NORECOMPUTE - OFF, IGNORE_DUP_KEY - OFF, ALLOW_ROW_LOCKS - ON, ALLOW PAGE LOCKS - OMN)
) ON [PRIMARY]

G0

Click on !execute button.
This script will make index table in pbsHMI Database.
Repeat above steps and make data table inside pbsHMI database.

Now you have index and data table in pbsHMI Database.

olutionl - Microsoft SOL Server Management Studio

File Edit Miew Project Debug Tools  Window Help
Pl il 5 o | mewauery Ly i b S
R

Object Explorer

Connect~ 33 3 w7 5

= Lﬂ KAMIOOT420\MSSOLSERVERF2014 (SOL Server 12.0.4:
[E [ Databases
[ System Databases
[ Database Snapshots
o
[ Database Diagrams
[ [ Tables
[ Systerm Tables
[ FileTables
= dbo.Data
= dba.Index
[ views
[ Synonyms
[T Programmahilicy
[ Service Broker
[ Storage
[ Security
[ Security
[ Server Objects
[l Replication
[ Alwayson High dvailabilicy
[ Managerment
[l Integration Services Catalogs
[ 5L Server Agent
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Index Table : Index table has following fields .

KAMIDOT4200M350LS. . pbsHML - dbo. Index _

Colurnn Marne I Data Type I Allcy Mulls I
7| | int r
_| TagMarme revarchar(255) v
. r

ID field is auto increment and will set by SQL Server.

When GSP OPC server wants to insert one tag to Database, First it will check Tag Name is exist
in index table or not .if Tag Name is exist , then GSP OPC will get ID and Insert Data with Tag ID
to Data table. Index table is not a big table and maximum it has all OPC tags.

Data Table :
KAMIOOT4204MSS0LS ... phsHMI - dbo.Data 30 HEAGRETE) ER S
Calurnr Marme I Data Type I Allow Mulls I
re| @ | int r
_T;‘l TagTime bigink -
_| Tag¥alue real ™
| r

Data Table is location for saving Tag Data . It has ID, TagTime and TagVale Fields .
TagTime is windows FileTime format .

Scripts for converting DateTime and FileTime:

DataTime.ToFileTime() Converts the value of the current DateTime object to a Windows file time.

DateTime.FromFileTime(long ft) Converts the specified Windows file time to an equivalent local time.

A file time is a 64-bit value that represents the number of 100-nanosecond intervals that have
elapsed since 12:00 A.M. January 1, 1601 Coordinated Universal Time (UTC). The system records file
times when applications create, access, and write to files.



https://msdn.microsoft.com/en-us/library/system.datetime(v=vs.110).aspx
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GSP OPC Server Error Logging
GSP OPC server is using windows Event Viewer utility to log all systematic errors.

Run Event Viewer from Control panel /Administrative tools /Event Viewer

pen *
o
@ c F Servi File  Action Wiew Help
= Companent Services
@Computer Management $ $ | ﬁ | ﬂ
Data Sources (ODBC) & E_\_f_ent Wiewer (Local) pbsSSPOPC  Mumber o 3 | Actions
= Custom Yiews -
= r‘f wWindows Logs Lewvel I Dake and Time: phsSSPOPC =
E’ Inkernet Information Se | = _E| applications and Services Logs %Information 9/28/2015 12:04:38 PM = Open Savedlog...
| ) [ ci InfFarmation 91262015 10:40:22 AM .
Internet Information Se 1 ciseo Create Custom View...
B £] Hardware Everts () Information 9/28/2015 10:02:19 AM ¥ Creats Custom View
fah, i5CSI Initiator i Inkermet Explorer Import Cuskam Yiew, .,
3 Local Security Palicy f=| Key Management Service
Clear Log...
IEE Microsoft MET Framew: g Lenavo-Lenova Patch Lty f 4 | | L4 e
' g Lenovo-Message Center Pl ? Filter Current Log...
@ Performance Monikor g Media Center Event 0, pbsSSPOPC Server started, x B b .,
= roperties
{38 Print: Management L Microsoft = "
. 5] Microsaft Office Alerts General | Details | @0 Find..
[a); Services g Microsoft OFfice Diagnostics - n cave All Everts fis
(7 System Configuration f| Microsoft Office Sessions OPC Started
@ Task Scheduler J Microsoft-SQLServerDataTo Attach a Task To this Log...
] Microsoft-5QLServerDataTe X
ﬁ Windows Firewall with & £5] pbsHM Wigw! 4
Windows Memaory Diagn % Log Mame: pbsSSPORC |G) Refresh
| PreEmptive Source: phsSSPORC Server started,  Logge
5] Tunelp ﬂ Help 4
g Windows fiare Ewent ID: 0 Task ¢
g windows Powershel Lewel: Information Kesynn Event 0, pbsSSPOPC Server star.. &
—E Saved Logs User: A, Camg B Event Properties
|- Subscriptions ; b
£ P OpCode: — g Attach Task To This Event...
More Information:  Ewvent Log Online Help d s
‘l | 5 52 Copy »
A | | _’I I Save Selected Events... LI
|Disp|ays Log properties, |

Open allocation and Service Logs and open pbsSSPOPC group .
In the right side panel you can see all internal errors and messages for GSP OPC Server .

When you have any problem with GSP OPC Server you can see source of problem and save
logged error and send for maintenance to www.pbscontrol.com



http://www.pbscontrol.com/

