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1 - Introduction

pbsSoftLogic is an open RTU/PLC programming environment from pbsControl LTD. pbsSoftlogic is
developed by Dot Net Technology. The development version of pbsSoftLogic runs on the Windows
operating system, and its runtime runs on any Linux-based controller.

pbsSoftLogic has the following specifications:
- Standard function block programming environment
- Lua programming and C language are used to develop user defined function blocks
- Offline simulation of the program developed in Windows
- More than 400 ready-made and tested function blocks for easy programming.
- Support Modbus, DNP3, IEC101/104, OPC UA, Redis Client, MQTT, SQL Client, GSP, IEC62056-21 drivers
- 1IEC62351 is supported for DNP3 and IEC104 protocols.
- Supports program monitoring and forcing variables during execution.
- RTU status monitoring tool

- The runtime kernel runs on any Linux-based controller. The Windows CE, win32, and QNX runtime kernels have
been removed in version 5.0.
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pbsSoftLogic Engineering
-Define Communication protocols and Tags, configure by GUI
- Develop control logic by Function Block language ,
- Develop User defined FB by Lua , C Languages
- Simulate on Windows
- Transfer Configuration and logic to controllers by TCP/IP
—= - Monitor Logic at runtime and update logic

iy

‘ﬂmmn

ECU1251-D

BBB Based RTUs RPI Based RTUs

Modbus Remote 1/0

Power meter , Flow Computer
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2 - pbsSoftLogic installation

pbsSoftLogic IDE runs on Windows operating system which supports Dot Net Frame work 4.7.2.
You can download the latest pbsSoftLogic IDE from http://www.pbscontrol.com

Simply extract the file and run pbsFBEditor.exe. No need for any installation process

Do not copy the pbsSoftLogic folder to the path with special characters such as space, /, (,).

In this document, we assume that you have copied pbsSoftLogic to the c:/pbsSoftLogic folder.

When you run pbsFBEditor.exe you will see the following screen:

% pbsSofilogic Ver 5.0 - O *
File Edit Project View Tools Help
] o = = e N N o Y o I A O P 21 C e

i POUSs &

B FBList

£ Comment

{3 InputSignal

] OutputSignal
{3 ConstantTime
{3 Constantint

{3 ConstantFloat
{3 ConstantBool
-3 GlobalVarinput
+] GlobalvarOutput
o [¥] Grid

7-+] LuaPumpMng

2 [+] LuaUDF

7-[+] LuaUDF2

7 FB Instances

 Comments

[

G

[E

[

&3] NIGC

- [¥] Protocols
[]-- TempCtrl
- [#] Uility
[E
[
£
e
[
£
e
G

o-[+] Math

]-- Timers

#-[+] Counters
2-[+] Logical

+-[+] Process
2+ IEC11313
2-[+] Scheduling
+-[+] HPFunctions

[100%
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3 - Basic concepts

Writing programs for SCADA systems is a critical task. Using low-level languages such as C/C++ and C#
for such projects is not recommended for the following reasons:

1. Non-reusable
Difficulty in transferring the project to others and training other engineers to continue the
project

3. High risk during execution for stability and error-free

4. Taking a long time to develop the project

Function Block language is a language for control engineers. They can focus on process logic without
worrying about the software side. FB is a complete graphical language with many tested and ready-
made functions inside.

Using the function block language has the following advantages:

1 -100% reusable .There are many tested and ready-made functions that can be used in different
projects with complete documentation.

2 — It is very easy to train control and process engineers for programming in projects.

3 — pbsSoftLogic has been used in many projects and sites for the last few years, so there is no error in
the runtime and development environment.

4- You can use pbsSoftLogic and Function block language as a framework for your entire automation
projects.

pbssoftLogic is an IDE for developing Function Blocks, simulating and downloading programs on Linux
based controllers. You can use Lua Scripting or C language to develop new FB and integrate with IDE.

All pbsSoftLogic FB source code is open source and located in \FBDSourceCode.
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4 - Function Block Programming Language

The main element of a program is the FB (Function Block). Below you can see some simple examples.

Examplel:

DRV_I0:1.PMP1_STS_RUN

Qs i

/-l in2 I DRV_DNP:PUMPING

DRV_IO:1.PMP2_STS_RUN

In this logic, two signals PMP1_STS RUN and PMP2_STS_RUN are input to the OR FB and the output is
written to the PUMPING signal.

Example 2:

Instance Power calculation

DRV_PWIST. P AdiveM

/ mz
RV_DMNP:POWER_INST
”ﬂm -

-|n2

DRV_PMS 2 PM2 Actwe%\E DRV_AME:INS_POWER

In Example 2, PM1_ActivePower is multiplied by 100, PMP2_Activepower is multiplied by 100, and both
results are added together and written to the Power_Instance signals. (write on two different drivers).

I#‘I{}Cl
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Example 3:

In example 3, a pulse with a period of one second is generated and written to the DTTagl signal in the
iec104 driver.

The main elements of a functional block program are:

1 — Input/output signals: connected to communication drivers and local I/0.

2 —FB: Function Blocks.

3 — Connection between 1/0 signals, FBs and between FBs.

4 — Constant signals: different type of Constant Signals: Integer (1), Float (F), Boolean (B), Time (T)

Constant Signal Format: Type # Value.

1#10
#10.5

[Ch—

B#True

T#1h10m20s

5- Internal variables: unlimited internal variable is possible in logic, but each instance must have a
different name. Variables with the same name in the program have the same value.
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From FBList you can select Constant Tags, Global Variables or Driver tags.

3% FBList

----- 22 Comment

-5 InputSignal

----- +] OutputSignal
-{+ ConstantTime
-{+ Constantint

--[3 ConstantFloat
[+ ConstantBool
{3 GlobalVarlnput
----- +] GlobalvarQutput

—

In the following example you can see constant and global variables usage.

¥ Properiies

7 FB Instances

=] Inputs [ Outputs
% Comments/ % Vars

In the Vars tool, you can see a list of all global variables in the open program.

By double-clicking any variable item in the Vars tool, Logic will focus on the variable's location. So you
can easily browse and check all the variables.

6 - Comments: You can put a comment anywhere in the logic. Drag a comment element from the FBList
and drop it into the logic. Then click on the comment and change its content. A comment is like a
dynamically sized yellow text box.

www.pbscontrol.com




pbsSoftLogic User’s Manual Ver 5.0 2025

&[T 2] || e|m|e|wc]s| |

POUs s

Pulse generator

e
[ Timers |
" PulseGen |

Hime 9

[ oNT L | PulssGen )
[# Properties

7 FB Instances
% Vars (] Inputs

& Outputs
@ Comments

Count Pulse

You can see the list of all comments in the open application from the Comments tool. You can view the
location of the comment by double-clicking on the comment list.

Function block programming rules:

1 - FB inputs (left) are always connected to a source. You can connect a source (I/0Signal, Internal
Variable and Constant) to different FB inputs. But multiple source to one FB entry is not valid.

2 - FB outputs (right side) can be connected to different signals. (not fixed signals)
3 - There is no limit on the number of levels of FB connections.

In the image below you can see an invalid connection for the CTU Function Block, Reset input. You
cannot bind multiple variables to one FB input.

Count Pulse
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4 - Logical execution: each FB has an execution number. Click FB and press F4, you can see FB properties

window. Scroll through the properties to find ExeSeq.

(r,—. FB Instances ]

ff Comments r‘ Vars ]
E Inputs TG- Outputs ]
/f:} Properties

24l | B
¥ Misc ;i

* BottomLa Morthwoods.

A Button
Count Pulse ChildNarr
Count 14

Destinat| Morthwoods.
Destinaty Northwoods.

ExeSeq [

FBGroup IEC11313 ll

ExeSeq

When you start developing logic, FBEditor automatically increments the ExeSeq value for each FB you
use. But you can change its value and in this way you can control how the logic is executed. We
recommend that you set all ExeSq numbers manually, because when you copy-paste part of the logic,
FBEditor will put the same values for the pasted elements. FBEditor sorts all Fbs based on ExeSeq
number and compiles and generates output file based on ExeSeq command.
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In the figure below, PulseGen has ExeSeq number equal to 1 and CTU has ExeSeq number equal to 2.

Therefore, at runtime, PulseGen is executed first and then CTU.

Pulse generator
ExeSeq=1

I Lt
—F
&y FB Instances
ExeSeq=2 @ Comments r‘ Vars ]
IEC11313 ) = 5] Inputs TG' Outputs ]
[ CcTtu ] [# Properiies
o =4l |E
" CTu ) Destinati Northwoods.
Al Destinatit Northwoods.
ExeSeq 1

FBGroup Timers
FBName PulseGen _
First Northwoods.
GoObject YSFBEditor.
Header |Northwoods.

-

ExeSeq

In the following example, the ExeSeq value for PulseGen is greater than CTU, but the logic resolves
without problems and there is no output for CTU FB in only one RTU cycle.

(Crr—

B#True

T#10s

5 - Logic FB Instance name: Each FB has FBName and instance name. These two properties are equal by
default. But you can change the instance name to any unique name in your logic. Suppose you are
controlling a pump by DrivelV2 FB. By renaming the FB instance to "PumplMng", the compiler will use
PumplMng as the compile-time identification of the FB. By default it uses the PartID attribute, which is
always unique in logic.
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) Properties. EE G

Prirmany Selection
=

Destinations Morthwoods. Go GatlodeMar &

ExsSeq 230
FBGoup Pracess
FEName Drivelv2

First Morthwoods. Go GalistGrour
Golbject VSFBEditor InfoN ode8
Header Northwoods. Go.GoGroup
lcon Northwoods.Go.GoListC

'_HMI:PUMP1_ENABLE

Image
InputListame (Callection)
InputPortium 9

Ins PumplMng

Label Northwaods.Go.GoText
Last Morthwoods Go GoGeneral:
LeftPortsCount El

Liks Notthwioods. Go GoMNodeLinl
Hodes Morthwoods. Go GoModekor
Observers Morthwioods. Go GoCollection
DutputListName (Callection)
OutputPartlum 5

Forls Morthwoods. Go GoModeFor
FightFortsCount 5

Shape

Soucelinks Motthwoods. Go GoMadeLinl
Sources Morthwioods. Go GoModehor
StalicT agslD

Text DiivelV2
ToalTipText

Pump1 Manage |

DRV_HMI:PUMP1_CMD

DR\LD;;:; ,g ;; ,!AILED

InstanceMame

|

i LN PO LA RTRART FAT R TA rt-r;u-r-r

In the figure below, we change the name of the PulseGen instance to PulseGen200 and the CTU to
CTU100, then you can move the logic through the FB Instance window by double-clicking on the
instance names.

E Inputs rC— Outputs r'i'. FB Instances ]
- [# Properties [Q Comments r‘ Vars }

[ IECT1313 418
L First Northwoods.Go.GoListG
1 C GoObject VYSFBEditor.InfoNoded
u Header Northwoods.Go.GoGrou
1 * lcon Northwoods.Go.GoListG
\_ ~ Image
InputListName (Collection)
InputPortNum 2
InstanceName PulseGen200
* Label Northwoods_ Go.GoText
Last Northwoods Go.GoGene
LeftPortsCount 2
Links Norhwonds Gn GnNade=
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Pulse generator
ExeSeqg=1

¥ Properties ]’g Comments ]" Yars 1
ExeSeq=2 — E Inputs rG- Outputs” 7, FB Instances }

R  PEEEETED

. cru_ | g

TR

Count Pulse

In the runtime kernel, the PartID is used as the unique identifier for each FB to manage static data for
each FB.

When you make warm update for the logic, because the PartID is assigned by the compiler at compile
time, so a different PartID can be assigned to the same FB. But if you use the instance name, the runtime
kernel will always use the instance name to handle static FB data, so ensures proper warm update at
runtime.

Note: If you want 100% warm logic update, you must use instance name for critical function blocks.

6 - You can write your logic in several POUs (Program Organization Unit). All POUs are merged into one
file based on ExeSeq number and passed to the runtime kernel. Therefore, multiple POUs are more
suitable for structured programming, and there is no difference in runtime if you write all programs in
the main POU or split it into multiple POUs.

7- Logic execution always starts from FB with the smallest ExeSeq number. First, all input signals are
read and transferred to the FB, the logic of the FB is solved, and then all outputs are written to the
output signals. Then the next FB is executed. Note that the FBs for ExeSeq are always sorted in
ascending order in the final program file transferred to the execution core.
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5 - Quick Startup

In this part, we will write a simple logic with pbsSoftLogic and run on Linux controller.

Stepl: Make a new Application with pbsSoftLogic . Run pbsFBEditor.exe . In File Menu, Select New.

&Y phsSoftlogic Yer2.0.0

D] | & |58 <o) oe]
FB List £

=-% FBList

----- £2 Comment

-{3 InputSignal

4+ OutputSignal

{2 ConstaniTime

{5 Constantint

{5 ConstantFloat

{3 ConstantBool

{5 Globalvarinput

----- ) GlobalvarQutput

7.+ Protocols

73] TempCtrl

POUs 7

[

[

=-[#] Math
=-[3] Timers

=-[+] Counters
®-[#] Logical

=-[#] Process

=3 IECT1313
#-[#] LuaUDF
-[#] LuaPumpMng

Save Project Alert
& Outputs FB Instances

Please make a new Directory for project and set praper name for Main 0 vars & Inputs
POU XML file, 21l project Information will save in project directary, [# Properties & Comments

C:APIP20124pbsSoftLogic\PSLE\WSLEYModbus Test - PBS\Modbus.xml| 100%

At first step you should make a directory for your project. You can make anywhere in your system with
proper name related to your project. Suppose we will make Quickl Directory in pbsSoftLogic VSLE

Path.

www.pbscontrol.com Page 15
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oL Save s
“« . 4 » This PC » Windows7_05(C) » PIPZZ 5 phsSoftlogic » PSLE » WSLE » Qucikl
Organize « MNew folder

Mame Date maodified Type Size
# Quick access

& SkyDrive
* Daownloads
[ Desktop
projects
Documents
[&=] Pictures
=2 G
a? By
utility
BAMAM e
hodbus Test - PBS

Mo items match your search,

SO N T L Y

sql
test]

@ OneDrive

[ This PC
B Desktop
Docurnents
* Daownloads
) Music
[&=] Pictures
B videos
S Windows7_0S (C)
£ CD Drive (T3}
= Local Disk {E:)

%‘ Lenowo_Recowvery (€
|_ﬂ' Metwark

#d Homegroup

File name: | Quick]|

Save as type:

» Hide Folders

Click the Save button, the save form will automatically close and you are ready to configure and
program. You could not close the MainPOU and it will remain open as long as the project is open.
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24 phsSoftlogic Ver 2.0.0 - [Function Block Program] - X
& _l8x
Dl [@| Als=|@| oeaJa] TS w3 2] (8 e|m e

FB List
% FBList
£ Comment
{3 InputSignal
a OutputSignal
~{3 ConstantTime
{5 Constantint
~{3 ConstantFloat
{3 ConstantBool
{5 Globalvarinput
----- 4] GlobalVarOutput
& Iz‘ Protocols
#-[¥] TempCtrd
=-[#] Math
=-[3] Timers
#1-[#] Counters
=-[#] Logical
e
[
e
[

+-[+] Process

4 [+ IEC11313
-] LuaUDF

3} IZ‘ LuaPumpMng

B Outputs FB Instances
B vars 3 Inputs

[# Properiies [ Comments
==

CAPIP2012\obsSoftLoaictPSLEAYSLEVQucik11Quick1 xml [oo%

Page 17
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Step2 : Select your RTU Type . Click on project setting button *"‘l
20008

When the project settings page opens, “GeneralBeagleBone” is displayed as the controller by default.
@ Options —
General | Time Setlingl LAN Sellingl Stats I Licensel Kemell

Drivers List

Logic Scan Time[ms) 100
RTU GeneralBeagleBone -
RTUIP Iu IU |'] |']

Delete
Configuration

5 . Reset Delete
ave E xit Controlles Logic

Open the “RTU” combo box, you can see the different RTUs supported by pbsSoftLogic. For now, use the
same “BIP-6202". Enter the IP of the RTU, for example 192.168.1.164. Keep the logic scan time at
100ms. This is the loop time to read all the driver inputs, solve the logic and write the driver outputs.
Every 100ms the above sequence will repeat, but the whole sequence may only take 2ms to complete
and the processor will be in sleep mode for 98ms. Click the Save button to save the settings.

Logic 5 can Time[ms] {100

RTU BPI-6202 ~|

Linux
ECU1251D
ECU150
IA52000
RTU-550E
RTUIP PDR-600
FTU-600
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Step3: Define Local 10 for RTU

Right-click in the list of drivers and select the New Driver command:

o5 Options —
General I Time Setting | LAN Sellingl Stats I Licensel Kemell

Drivers List
Mame | Path | Type | Enable

Logic S5can Time[ms] 100

RTU BPI-6202 -
MNew Diriver
Explorer
Edit

RTUIP ||] ||] ||] ||] Delete Driver

Delete
Configuration

5 ; Reset Delete
ave E xit Controller Logic

It will show list of Supported Drivers of pbsSoftLogic :

Select Local _10 and choose a unique name for the driver. (For example, LIO)

W§ Options
General | Time Setting | LAN Setlingl Stats | Licensel Kernell

Drivers List
Name | Path | Type | Enable

Logic 5 can Time[ms] 100 _ L
ol pbsSoftLogic New Driver

RTU [BPI6202  Driver -

LOCAL_IO
pbzCANMaster
ModbusMaster
ModbusSlave

DNP3Slave
RTUIP IU I[l | Instance DNP3Master
IEC8705Master
IEC8705Slave

Name

Make Driver

Y
5 R Reset Delete Delete
&S Exit Controller Logic Configuration
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a5 pbsSoftlogic New Driver = et
Driver |LocAL_I0 -
Name Lio]
Make Driver
V.

Click the "Make Driver" button. pbsSoftLogic will add the BPI-6202 configuration file to your project.
g5 Options -
General ITime Sellingl LAN Sellingl Stats | Licensel Kemell

Drivers List
Path | Type | Enable
Logic Scan Time(ms] 100 ) ALID LocaL_10| [

RTU BPI-6202 |
RTUIP 19z e8| {164
5 B Reset Delete Delete
oy Exit Controller Logic Configuration

LOCAL_IO is a generic driver for modeling the hardware functionality of RTU. pbsSoftLogic creates
different Local_|O configuration files based on the RTU type. Local |0 manages all 10 ports located on
the main CPU, such as LED, WDT, Digital 10, etc.
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Right click on LIO Driver and Select “Edit” option.

sl Options =

General I Time Setting | LAN Sellingl Stats I Licensel Kemell

Drivers List
Path | Type | Enable
Logic Scan Time(ms) 100 ; LIO LocaL 10| =

Mewe Driver

Explorer

RTU BPI-6202 =l Delete Driver

RTUIP [taz [es | [164

5 ; Reset Delete Delete
e Exit Controller Logic Configuration

The default editor for the LocallO Driver will open:

o pbsSoftLogic Editor

<?xml wersion="1.0"2>
<OPCArvTags:>
<Wersion>1.0.0</Verzion>
<Tag Name="3¥3.Rezset” Type="3T3" Init="0" Address="0" />
<Tag Nawe="3¥3.WDTEnakle™ Type="3¥3™ Init="0" Address="i" />
<Tag Name="3T3.ModewPW" Type="3T3" Init="0" ALddress="z2" />
<Tag Name="3¥3.ModemConnectCmd"™ Type="3¥3" Init="0" Lddress="3" />
<Tag Name="373.ModemConnected™ Type="3¥3" Init="0" Lddress="4" />
<Tag Name="3¥3.,ModemRBISI" Type="3¥3™ Init="0" Address="5" />
<Tag MName="LED Pur®™ Type="DO" Inic="0" Address="0" Fa
<Tag MName="LED Bun® Type="DO" Inic="0" Address="1" Fa
<Tag MName="LED Func'" Type="DO" Init="0" Address="z" £
</ OPC3rvTagss

For more information about BPI-6202 local I/O, please refer to pbsSoftLogic Runtime Kernel
Configuration for BP1-6202/04.
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You can explore driver too, and open driver folder.

I s | Lo -
File Haome Share iews
4\ <« PIP2012 » pbsSoftlogic » PSLE » WSLE » Qucikl » LIO v O 5

; Downloads o Mame - Date modified Type Siz
B Desktop 4 (& Local 10umi 107162016 10:41 .. XML File

projects b4
Documents o
[&=] Pictures -
&2 Gy -
a Fih -

utility *

b e

Modbus Test - P
sql
test]

& OneDrive

[ This PC
[ Desktop

Docurments

pbsSoftLogic creates a directory for each driver in the project directory.

If you open project directory you will see following file configuration:

| = | Qucik — O W
Hame Share Wiewy b t
< « PIP2012 » phsSoftlogic » PSLE » WSLE » Qucikl v Search Qu.. 2@
‘ Downloads o ™ Mare Date modified Type
B Desktop 4 LIO 10/16/201610:41 .. File folder
projects - D Cuick1.c11 10M6/201611:23 ... C11File
Docurnents o D Quickl.cfg 10162061059, CFRGFile
[ Pictures + D OuickT.lx 10716268 10:59...  L¥File
5 Gy » E’ Cuicklzml 10176/201611:23 ... XML File
utility -+
PeA BAM e
L] 1] - v m v { 1
5 itermns Ctate BE Shared H==l &=

Quickl.xml: source of your logic

Quickl.cfg: Project Configuration file.
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Quickl.Ix: Compiled Project Configuration file that is transferred to RTU

Quick1.c11: Compiled Logic that is transferred to RTU

LIO Directory: Directory for Local_IO Driver. Insider LIO directory, pbsSoftLogic is make Local_lO.xml file.
Step 4 Function Block Programming :

In the left panel, you can see various ready-made function blocks, and in the middle panel, the function
block programming area.

Open the Timers group and select PulseGen. Drag and drop it into the application area.

% pbsSoftlogic Ver 2.0.0 - [QuickT zml] - ®
& L

D] o|@| 3 [Ba|@] oo T8 w B 8] |6 e @]
FB List #

B- % FBList
&1 Comment
{5 InputSignal
4] OutputSignal
{3 ConstantTime
{3 Constantint
{5 ConstantFloat
{5 ConstantBool
{2 GlobalVarinput
&) GlobalVarOutput
2-[¥] Protocols
2 [+] TempCtrl
+-[+] Math 5
=} E Timers L
.[+] OnTimer B q
1 o )
.[+] PulseGen
i.[+] PulseGen2
h [+] RampGen
i.[+] RampGen2
..[+] SinGan
1.[+] Counters
2-[+] Logical
3} E Process
23] IEC11313
4 [+] LuaUDF
+-[+] LuaPumpMng

FB Instances
B vars 8 Inputs [ Outputs
[ Properties |@jeul TN
24l |E
v Appearance -~
Figure None
LeftPortLabels| True
LeftPortsAlignn 1
LeftPonsLabelf 4 -
MaximumlconS 1000x2000
MinimumlconS 20x20
Orientation Horizontal
RightPoriLabel True
RightPorisAligr 1
RightPortsLabe 4
SeledionObjec| VSFBEditor.InfoN
Shadowed False
~ Behavior
AutoRescales True
Copyable True
Deletabl True
DraggingObjec YSFBEditor.InfoN =
[ =y

AutoRescales
‘Whether this o bject automatically
rescales its appearance when its size c_

FARID2M1 nhe @nfl AnirtPRI FYWVRL FL0neik 10 nick1 vml inne:

"PulseGen" generates continuous pulses with equal duration (low and high).

When the input "Trg" changes from low to high (0 to 1), the pulse train at the output "Q" starts with a
low and high duration equal to the input "Time".
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In the FB list panel, drag and drop the “ConstantBool” object and connect it to the “Trg” input. Then
drag and drop the “OutputSignal” object and connect it to the “Q” output. Leave the “Time” input
unconnected.

When an input port is not connected to any signal, it takes the default value that is preset for each input
port (you can change the default input values of the input port).

Right-click on the output signal connected to the "Q" port and select the "LIO:LED_Run" signal.

at! Driver Output Signal

Fiter |

=- L0

- 55 Reset [SY5_0)
- S5 WDTEnable [Sv5_1]
- 55 ModemPw [SY5_2]
- 575 ModemConnectCmd [575_3)
- 575 ModemConnected [S'S_4]
- 55 . ModemR S5 [ST5_5)

[

Double-click on the “LED_Run” signal and close the “Driver Output Signal” form.

Click on Save and compile button at top.

ol

It will save and compile your logic.
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6- Runtime Kernel for Linux, transferring License to
In this chapter we will discuss the pbsSoftLogic runtime structure inside the RTU. The pbsSoftLogic
runtime core is based on a very simple concept.

pbsSLKLX: This is the main program in Linux that starts automatically when the RTU boots or you can
load it manually for diagnostic purposes.

Communication drivers: Various communication drivers supported by pbsSoftLogic.

In the figure below you can see how the above components are connected to each other.

Runtime Structure

DNP3 Slave
Driver Modbus Master

Instance=1 Driver
Instance=1

I[EC104 Slave
Driver
Instance=1

Modbus Master
- Driver
Local 10 \ Instance=8

Driver
Instance=1 Kernel
FB-Lua Modbus Slave
Driver

OPC UA Server Instance=1

| Drlver_] Modbus Slave
nstance— Driver

SQlite Instance=4

Driver
Hardware Dependent Instance=1

1 - Read Inputs f ‘ 3 - Write Qutputs

2 - Solve Logic _
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When you run pbsSLKLX, the following steps are performed on the RTU:

1. pbsSLKLX loads the file /home/pbsLX/logic.cfg. This file contains all the communication
protocols defined for the active project.

pbsSLKLX dynamically loads the communication driver library into memory.

pbsSLKLX gets the driver parameters from the logic.cfg file and passes them one by one to the
communication driver library.

pbsSLKLX adds the communication blocks, slots and finally the driver tags.

pbsSLKLX calls the pbslinit function to initialize the communication driver.

pbsSLKLX repeats steps 2, 3, 4, 5 for all the drivers defined in logic.cfg.

pbsSLKLX starts reading input tags for all communication drivers by calling pbsReadTag.
pbsSLKLX solves the RTU logic once.

L e N UV~

pbsSLKLX writes all output tags of the communication drivers by calling the pbsWrite method.
10. Repeats steps 7, 8, 9.

As is clear from the sequence above, the communication drivers have an integrated APl interface to
communicate with pbsSLKLX.

The execution time of steps 7, 8 and 9 is the actual logical scan time of the RTU. You can see the actual
logical scan time when connecting to the RTU by pbsSoftLogic IDE. The actual logical scan time is shown
at the bottom left of the screen. In the figure below, the actual logical scan time is 1 ms.

i File Edit Project View Tools Help -6

oo = 1 = - e AN o 3 Y o S A = S 1 M

MainPOU POUs

=

£) Comment

{3 InputSignal

&) OutputSignal

{5 ConstamtTime

{5 Constantint

{5 ConstaniFloat

{5 ConstantBool
{3 GlobalVarlnpu
4] GlobalVarOutp
2-[#] Grid

[

E]--- LuaPumpMng

=-[+] LuaUDF

-] LuaUDF2 T FB Instances

=-[3] NIGC @ Comments |% Vars

#=-[#] Protocols ] Inputs

2[4 TempCtrl (¥ Properties

-[#] Utility S

3] Math =8| E

=-[3] Timers Orientatic Horizontal  +
OnTimer RightPor True
OffTimer RightPor 1 &

PulseGen
PulseGen2
RampGen

RightPort 4
Selection) VSFBEditor.
Shadowe: False

-.[*] RampGen2 ~ Behavior

..[*] SinGen AutoResc True

~.[*] ChTimer | Comwshle Tre
-.[*] DelayTimer AutoRescales

~|#] PulseTimer Whether this object

automatically rescales its ap_

Connected CPU IP=_logic Scan Time =1 ms,CPU Status =Standalone |

You cannot control the actual logical scan time, but you can set the logical scan time in the project
settings page.
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For this project logical scan time is 100 msec .

a5 Options -
General | Time Setlingl LAN Sellingl Stats I Licensel Kemell
Drivers List

Path | Type | Enable
Logic S can Time[ms) 100 ) ALID Local_lo| [

RTU BPI-6202 -
RTUIP f1sz e 1 |164
5 ] Reset Delete Delete
arE Exit Controller Logic Configuration

This means that every 100 milliseconds, the RTU reads all inputs defined in the drivers (step 7), executes
the logic (step 8), and writes all outputs defined in the drivers (step 9). The execution time for steps 7, 8,
and 9 is 1 millisecond. Therefore, the RTU processor is in sleep mode for 99 milliseconds.

pbsSLKLX has only one thread to read the driver input tags, execute the RTU logic, and write the driver
output tags. But there is no limit in the driver library to take up a large number of CPU threads.

When you reduce the logical scan time and bring it closer to the actual logical scan time, the RTU
processor utilization increases. Therefore, you should choose the logical scan time based on your
process conditions and it should always be longer than the actual logical scan time.

You can use less than 1ms for the logical scan time, setting 0.1 or 0.01ms is also possible.

Please note that the pbsSLKLX scan time is different from the communication protocol scan time. You
can read Modbus Slaves every second, but for example, pbsSLKLX reads/writes driver tags every 10ms.
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Slave and Master Drivers: There is a conceptual difference between Master drivers such as Modbus

TCP/RTU Master, IEC101/104 Master and Slave drivers such as Modbus TCP/RTU Slave, DNP3 Slave,
IEC101/104 Slave.

Master Drivers: In the figure below, you can see that the Modbus Master Driver reads digital and analog
inputs from Slave devices and writes digital and analog outputs to Slave devices.

pbsSLKLX reads input digital and analog tags from drivers and writes output digital and analog tags to
drivers.

Modbus Master [PE—
Driver DI, FI, Al

Driver Tags Modbus
Slave Devices

pbsSLKLX Read DI , Al
Logic solving

Kernel
FB-Lua Write DO , AO

DO, AO

[ —

In RTU logic, you must use the input signals on the left side of the function blocks to read from the
driver, and you must use the output signals on the right side of the function blocks to write to the driver.

Read DI . Al Tags from Driver

mm2:DI1.DITagl

mm2:Al AlTag0

inb Qs
ing Q6
in? Q7
in8 Qs
m Wirite DO, AD Tags to Driver
DoTag0
mm2:D07.00Tagl
AoTagl

mm2:ADT.ADTagl
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Slave Drivers: In the figure below, you can see that Modbus Master devices (HMI panels, SCADA
software) read digital and analog tags from the Modbus Slave driver and write digital and analog output
tags to the Modbus Slave driver.

pbsSLKLX

Modbus Slave DO, FO, AO

Logic Read DO, AO : <«

I 9 « Driver Modbus
solving DriverTags Master Devices
Kernel _

Write DI, Al

FB-Lua

—
DI, FI, Al

pbsSLKLX writes digital and analog input tags to the Modbus Slave driver and reads digital and analog
outputs from the Modbus Slave driver. These tags are written to the Modbus Slave driver by the

external Modbus Master device.

In slave drivers, you should use DO and AO tags that are read from the driver on the left side of the
function blocks and DI and Al tags that are written to the driver on the right side of the function block.

Read DO, AO Tags from Driver

ms3:D0Tagl

ms3:ACTagl

Write DI , Al Tags to Driver

— ms3:DITag0

ms3:AlTag0
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Linux Run Time Kernel

pbsSoftLogic has two parts:

1 - Engineering Station. Runs on Windows operating system

2 - Runtime Engine. Runs on Linux embedded inside RTU

In this part we will talk about Linux runtime engine.

The pbsSoftLogic runtime engine for Linux has the following modules:

- It locates at /home/pbsLX directory

- /home/pbsLX/pbsSLKLX file is main runtime module. It is an executable Linux file.

- /home/pbsLX/Imp/ logic monitoring protocol, for monitoring logic by IDE and Lua Interface
module

- /home/pbsLX/fblib/ pbsSoftlogic internal, user and lua function blocks. For each FB group there
is one dynamic library.

- /home/pbsLX/drvlib/ driver folder

- The "License.lic" file is for the runtime license. Without the license file, the program will run for
30 minutes.

- "Upload.zip" - When you transfer a project to RTU, the last project folder is always transferred

as the "upload.zip" file. You can use this file in case you lose the project.

"getcpu.sh" - Used to read CPU usage by LocallO.

"getmac.sh" - Generated by the runtime kernel to check license.

When you unzip the kernel runtime, you can see the following directories:

et
_drvlib

__ fhlib
__lmp

B getcpu.sh
B getrnac.sh
D license.lic
D logic.c11
@/ logic.cfg
[ phsSLELX
B startup.sh
e Upload.zip
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For each RTU, you need a license file for normal operation. Without a license, the device will run for 30
minutes and you will need to restart the controller.

When you purchase a pbsSoftLogic license, you will receive a license key. To activate the license, follow
these steps:

1- Open the project settings page and select the License tab.

ol Project Options [~

Eenelall Time Settingl LAN Settingl Stats License IKemeIl

Manage License for Controller

License Key

Site

" Modbus [T DNP3 [T IECB705 [T BACHNET

Get License Read License: Copy License to
from Weh from Controller Controller

2 - Make sure that your computer on which pbsSoftLogic IDE is installed is connected to the Internet and
the controller is also connected to the network with the computer.

3 - Copy the controller license key and paste it into the License key text box.

4 — Write a description of your project, project name, location, country,

5 — Click on “Get License from Web” . You will connect to the pbsControl website and get the licenses.
6 — Modbus , DNP3, IEC and BACNet check boxs will be checked normally.

7 — Click “Copy License to Controller.” This will transfer the license file to the controller.

8 — Restart Controller.

If you have a controller and want to check its license, click "Read license from controller."
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Working with FileZilla

You can use FileZilla client utility to explore and edit RTU Files and directories.

Download filezilla from https://filezilla-project.org/

Run filezilla client you will see following page :

rooti192,168.233.136 - FileZilla - X
File Edit ‘“iew Transfer Server Bookrnarks Help

RO kL FTae s
Host | 192168293136 | Userame: | root | Password: [eveveerenes | oo [ | -

Status:  Directory listing of '/root” successful ~
Status:  Retrieving directary listing of "/"...
Status:  Directory listing of "/" successful
v
Local site: | CAPIPZ012\pbsSoftl agic\PSLE s rgetipbs2008RTLIVIRCE, v | Remote site: | / v
pbs200BRTUVZRCE ~ [/ ~
pbs2008RTLIVZRCE 1 -2 bin
pbs2008RTLV2RCE 2 2 boot
pbs200lpdate 2 dev
unaliio 2 et
*LinuxRTU -? home
Temp -2 initrdimg v
Timezone
" Filename Filesize Filetype Last modified ~
Utility [ |
WSLE v bin File folder 12722016 :07:00 AM
- boot File folder  12/2/2016 2:10:00 AM
Filename Filesize _ Filetype = dev File folder  1/11/2017 12:52:00 M
B etc File folder ~ 1/11/2017 12:52:00 PM
gspdata File folder home Filefolder  12/20/2016 6:43:00 PM
phsLx File folder 2 initrd.img Filefolder  12/2/2016 1:53:00 &M
sqldb File folder lib Filefolder  12/2/2016 2:13:00 &M
sglsynelog File folder lost +faund Filefolder  12/2/2016 1:52:00 &M
salsynclag? File folder media File folder  12/2/2016 1:52:00 &M
LI Chat-Madule-LICT5-connect 180 File mnt File folder  12/17/2016 &:56:00 &M
Qi"ﬁ'ﬁm-dﬂfa“'t 698 DEFALLTFile opt File folder  12/2/20161:52008M v
< > < >
3iles and 5 directories, Total size! 1,208 bytes 21 directaries
Server/Local file Direction Rernote file Size  Priarity Staty
< >
" Queuedfiles | Failed transfers | Successful transfers |
W Queue: empty e

~ ENG 806 AM

Type RTU IP at host field. Type root and root password in user name and password fields.
All RTU directories are showing at right panels and your PC directories at left s panels.

Double click on home directory. You will go inside home directory. Double click on pbsLX .pbsLX
directory is runtime kernel of pbsSoftLogic for Linux Operating system .

Filenarme Filesize  Filetype Last rodified
drdlib File folder 111,/2017 1:00:00 Phda
fhlib File folder 1/11/2017 1:00:00 PR
Imp File folder 1112017 1:00:00 Phd
D logic.c11 1,349 C11File 1/11/2007 1:05:00 Pha
D logic.cfg 24,893 CFGFile 1/11,/2017 1:05:00 Phda
D phsSLELX 474,232 File 1/11/2017 1:00:00 PR
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If you install debian X86 Linux on your pc over VMWare or Virtual Box, then you can easily use
pbsSoftLogic Debian X86 Runtime and test all functionalities of pbsSoftLogic on your PC.

Note : for transferring files between Windows and Linux Systems , always set Transfer File Type to
Binary. you can find this option in Edit Menu , Setting menu and Transfers Segment .

Settings x
Select page: Default transfer type:
=~ Connection () Auto
= FTP Oascl

- Bctive mode (®) Binary
- Passive mode
- FTP Prosy Automatic file type classification

o SFTR Treat the following filetypes as BSCII files:

arm A If you enter the wrang filetypes, those files may get
asp corrupted when transferred.
bat Add
=) Interface C Rernowe
Themes cftm
- Dateftirme format cgi
i Filesize format conf
‘. File lists cnn d
- Language (A Treat files without extension as ASCI file
() File editing [ Treat dotfiles as ASCII files
‘- Filetype associations Dotfiles are filenames starting with a dot, e.g. htaccess
- Updates
.- Logging
.. Debug
oK
Cancel

By default it is set to “Auto” that is damaging Linux files at transfer time from Windows to RTU.

For editing RTU configuration files in windows you need to use NotePad++ Editor to not damage Text file
format when transfer to windows System .

Install NotePad++ utility from https://notepad-plus-plus.org/

At first time that you View/Edit any Linux Configuration file , Filezilla will ask you for Custom Editor .

In this Stage set Nodepad++ as default editor in Filezilla . This will change File Editing Option in Setting
page as following :
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Settings x
Select page: Filetype associations
=3 C_Dnnection [Iinherit system's filetype associations
E| FTP Custarn filetype associations:
i Active mode

local CiMotepad + +\notepad + + EXE
H sh CyNotepad ++\notepad ++EXE

L FTP Prasy { ChMotepad ++\notepad + +.EXE
- SFTP

i Generic proxy
= Transfers
E---FI|E Types

;.. Passive mode

.. File exists action
- Interface

(L

i Themes

- Dateftime farmat
- Filesize format

L. File lists
Language

(L

-File editing

- Updates

- Logging
Debug

Format: Extension followed by properly quoted command and arguments,

Example: png "cihprogram fileshwiewewiewer.exe" -open

| ox |

| Cancel ‘

For changing Network Interfaces in RTU , View/Edit /etc/network/interfaces file .

Remote site: | fetcfnetwork

..... 7 ldap
----- ? logcheck
‘ Download
" W Add files to queue
 View/Edit
- Create directory
m Create directory and enter it File

. Create new file
if- ol Refresh

if-post:

. Delete
if-pre-1

if-up.d Renarre

interfac Caopy URL(s) to clipboard

a . tun File permissions..

Wlinterfaces |

For transferring files from RTU to Windows, Select File, Right click on name of File or Directory and run
“Download” command.

You can delete or Rename files inside RTU by selecting file, right click on name of file and select Delete
or Rename Commands.
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7 - Project Settings facilities

There are many facilities in setting page in pbsSoftLogic Editor.
Open Setting Page you can see following tabs:

s Options -

|Time Setting | LAN Setling' Stats | Licensel Kernell

Dinivers List
Path | Type | Enable
Logic Scan Time{ms) [100 ALID LocaL_lo| [
RTU BPI-6202 |
3w O [ta2 [1e8 |1 [164
5 : Reset Delete Delete
ave E xit Contioler | Logic Configuration
- General
- Time Setting
- LAN Setting
- Stats
- License
- Kernel

General Tab: In This page you can set following parameters:

- Logic Scan time ( Msec)
- Controller Type

- Controller IP address

- Communication Drivers
- Restart Controller

- Delete Logic

- Delete Configuration
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Time Setting:

! Options

General Time Setting | LAN Settingl Stats I Licensel Kemell

Set Controller TimeZone IE MT+1 LI T[i:g:‘%guﬁe

R ead Contoler |Tue 03 Jun 2025 09:42-13 AM BST
Time
SetTime MTP server [time.windows com

SetController Time with PC

SetController Time with PCUTC

Write ToRTC

Set the controller's time zone: Select your location from the list box and click Change time zone.
Read Controller Time: Reads the current date, time, and time zone of the controller.

Time Setting: Sets the controller's time from an NTP server, which can be a computer on the network or
any time website. However, the controller must be connected to the Internet.

Set controller time with computer: This command sets the controller time from the computer running
pbsSoftLogic.

Set controller time with PC UTC: This command sets the controller time from the computer running
pbsSoftLogic in UTC.

Write to RTC: Write the latest time to the controller's RTC.
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LAN Settings:

sl Options — o

General | Time Setting LAMN Setting | Stats I Licensel Kemell

1 LA RPI GPRS-3G

Read LAN1 Settings Read 4G Settings1 auto ethi
iface ethd inet static
address 192.166.1.136

Write LAN1 Settings Write 4G Settingsl netmask Z55.255.255.0

- . gateway 192.168.1.1
Read LAN2 Settings Read 4G Settings2 allow-hotplug etho
Wwrite LAN 2 Settings Write 4G Settings?

Sample static Lan Setting

auto ethd

iface ethD inet static
address 192.168.1.200
netmask 255 255 255.0
network 192.168.1.0
gateway 192.168.1.1

Sample dhep Lan Setting

auto ethd
iface ethD inet dhcp

Depending on the RTU type, you can use different pages to configure the LAN. For ECU1251D, you can
see the following functions:

Read LAN1/2 Settings: Reads the current LAN1/2 settings from the controller.
Write LAN1/2 Settings: Writes the new LAN1/2 settings to the controller.

To change the controller IP address:

1 — First read the LAN settings.

2 — Change the IP address for each LAN port and other settings.

3 — Write the new settings to the controller.
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Setting 4G for ECU1251D

There are two files for 4G settings in ECU1251D. As with LAN settings, first read the configuration, make
changes and write the new settings to RTU.

sl Options = X
Genelall Time Setting LAN Setting |Slals I Licensel Kemell
ECU1251 LAN RPlI GPRS-3G
Read LAN1 Settings Read 4G Settings1 BBORT "BUST"
ABORT "NO CARRIER™
_ _ - _ ABORT "N DIALTONE™
Write LAN1 Settings Write 4G Settings1 LEORT "ERRGR"
. . ABORT "NO ANSWER™
Read LAN2 Settings Read 4G Settings2 TIMECTT 30
e BT
Write LAN2 S ettings Write 4G Settings2 #HOK LTEOD
HHOK ATI:+C3UB;+CSQ:+CPIN?: +COPS?:+CGREG?; £D2
# Insert the APN provided by wour network operator,
default apn is internet
OFK AT+CGDCONT=1,"IP", "ssg.nie.co.uk™
OK ATD*99§
Sample static Lan Setting CONNEC'I1
auto eth0
iface ethl inet static
address 192.168.1.200
netmask 255.255.255.0
network 192.168.1.0
gateway 192.168.1.1
Sample dhcp Lan Setting
auto eth0
iface ethD inet dhcp
a) Options = XK

General | Time Setting LAN Setting | Stats I Licensel Kemell
ECU1251 LAM RPlI GPRS-3G

ReadLAN1 Settings

Write LAN1 Settings

Read 4G Settingz1

Write 4G Settingsl

FRead LANZ Settings

Read 4G Settings2

Write LAN2 Settings

Sample static Lan Setting

Write 4G Settings2

auto eth0

iface ethl inet static
address 192.168.1.200
netmask 255255 2550
network 192.168.1.0
gateway 192.168.1.1

Sample dhcp LanSetting

auto ethl
iface ethO inet dhcp

user GALSA6
password adQC4sD3
Jdev/toylUsE:
460800

nodetach

noauth

crescts

deluag

usepeerdns
defaultroute

connect '/usr/shinfchat -3 -v -f fetc/ppp/4g-internet’
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Controller Stat tab:

Read CPU Information: It will Read Hardware Information from controller

Linux Command: cat /proc/cpuinfo

a5l Options

Eenelall Time Setting | LAN Setting Stats |License| Kemell

processor : 0
model name : ARMw7 Processor rev
Mem Info BogoMIPS : 48.00
. . Features : half cthuxb fastmwultc
Linux Version CPU implementer : 0Ox41
Flash Info CPU architecture: 7
CPU wariant : Ox0O
Free mem CPU part : OxcO7
CPU revision : 5
Process
processor : 1
uname mwodel nawe : ARMw? Processor rew
hwelock BogoMIPS 1 48,00
Features : half thuwmb fastmwulc
devices CPU implewenter : Ox41
CPU architecture: 7
CPU Freq CPU variant : Ox0
CPU part : OxcO7
lsush T ¥ CPU revision HE]
uptime
processor HE-4
ifconfig Iscpu model nawe @ ARMv7 Processor rev
BogoMIPS 1 48,00
date ip route Features : half thumb fastmult
CPU implewenter : Ox41
ss s | tu CPU architecture: 7
CPU wariant : Ox0O
Isof netstat

5 (v71)

vip edsp neon vfpvd tls vipv4 idiva idivc wfpd3z2 1L

5 (v71)

vIip edsp neon vfpvw3 tls vipv4 idiva idivt wEpd3z 1

5 (v7l)

vEip edsp neon vfpw3 tls vipv4 idiva idivt wfpd3z 1

Read memory information: shows detail of memory usage of controller

Linux Command : cat /proc/meminfo

ot Opticns

Eenerall Time Sellingl LAN Setting Stats |License| Kemell

CPU Info

Linux Yersion

Flazh Info
Free mem
Process
uname
hwelock
devices
CPU Freq
Isusb T ¥
uptime
ifconfig lscpu

date ip route

sz g | t u

Isof netstat

MemTotal: 2055520
HemFree: 1379408
Membvailable: 1822568
Buffers: 45560
Cached: 415000
SwapCached: u]
Aotive: 339012
Inactive: 208168
Aetive (anon) : 8412
Inactive (anon) : 6592
Aetive (file) : 250600
Inactive (file) : 201576
Unevictakble: u]
Mlocked: u]
HighTotal: 1310705
HighFree: 789200
LowTotal: 745112
LowFree: 590208
SwapTotal: u]
SwapFree: u]
Dirty: 360
Mriteback: u}
AnonPages: 85692
Mapped: 29560
Shrem: 2383
EReclaimable: 44455
Slab: 95305
SReclaimable: 44455

kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kE
kB
kE
kE
kE
kE
kE
kE
kE
kE
kB
kE
kE
kE
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Read Version: Read Controller Linux Version, GCC compiler version

Linux Command : cat /proc/version

ot Options

General | Time Setting | LAM Setting Stats ILicenseIKemeII

CPU Info Linux wersion 5.4.0-EFI-EKernel [dailyhuild@BuildAS3A‘}DiCDntainer_u.buntuZDDf}xSf}—a]
[goo wersion 7.4.1 20151213 [linaro-7.4-2019.02 revision
Mem Info Seeceffhifccla?fEf0ni fEelaleedddbledeSsdd] (Linaro GCC 7.4-2019.02))

N . f#4 SMP Wed Jul 3 16:51:53 UTC 202‘1'
Linux Yersion

Flazh Info
Free mem
Process
uname
hwclock
devices
CPU Freq
Isush T ¥
upltime
ifconfig lecpu
date ip route

gg s | bt u

lsof netstat

Read Flash Information: Linux Command : df -h

85! Options

General | Time Sellingl LAM Setting Stats ILicenseI Kemell

CPU Info Filesystem 1E-hlocks Used Availakble Usei Mounted on
fdev/root TZ3B36G 5599532 1322152 &2z /
HMem Info devtmpfs GOES12 i} Go5E1z 0% fdev
: : tupfs 10z7008 0 1027908 0% /dev/shm
Linuy Version twpfs 205554 3132 202452 2% /run
Flash Info tmpfs 5iz0 u] 51z0 0% /run/lock
tmpfs 1027908 u} 10273905 0% fsvys/fs/ogroup
Free mem tmpfs 10240 40 10z00 1% /mnt/ramdisk
tmpfs 205580 = 205572 1% frunfuser/110
Process tmpfs 205580 o 205580 0% /run/users/0
uname
hwclock
devices
CPU Freq
Isusb T ¥
uptime
ifconfig lscpu
date ip route
sz 8 | bt u

Isof netstat
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Read Free Memory: Linux Comamnd free

"

a5 Optiens - >

General | Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info total used free shared buff/cache availahle
Merm: z05558:20 171132 13752584 9400 506404 1522088
Mem Info Syap: o] I} u]

Linuz Yersion

Flazh Info

Free mem

Process
uname
hwelock
devices
CPU Freq
Isush T ¥
uplime
ifconfig lscpu
date ip route
ss s | bt u

lzof netstat

List of Process : Linux Command : ps aux

a5 Options = X

General | Time Setting | LAN Setting Stats |License| Kemel |

CPU Info USER PID %CFU $MEN VSI  RSI TTY STAT START  TIME COMMAND
root i 0.0 0.3 33564 7958 2 3= Junoz 0:13 /shin/init
Mem Info root 2 0.0 0.0 ] o7 S Jun0z  0:00 [kthreadd)
~ ~ root 3 0.0 0.0 1] o2 I« Junoz 0:00 [rocu gpl
CinuxRVersion root 4 0.0 0.0 0 oz I< Jun0z  0:00 [rcu par_gpl
Flash Info root g 0.0 0.0 u] o 7 I< Junoz 0:00 [ percpu wo)
root 9 0.0 0.0 u] oz 5 Junioz 0:01 [ksoftirgd/O]
Free mem root i0 0.0 0.0 1] o2 I Junoz 0:30 [rcu_sched]
root 11 0.0 0.0 u] oz 3 Junoz 0:00 [migration/0]
root 1z 0.0 0.0 u] o 7 3 Junoz 0:00 [cpuhp/0]
root 13 0.0 0.0 u] oz 3 Junoz 0:00 [cpubps1]
uname root 14 0.0 0.0 0 o2 5 Jun0z  0:00 [wigrationf1l]
hwelock root 15 0.0 0.0 1] o2 3 Junoz 0:00 [ksoftirgds1]
root 15 0.0 0.0 u] oz 3 Junoz 0:00 [cpuhp/2]
devices root 15 0.0 0.0 u] oz 3 Junoz 0:00 [migration/Z]
root 20 0.0 0.0 u] oz 5 Junioz 0:00 [ksoftirgdsz]
CPU Freq root 23 0.0 0.0 0 o7 5 Jun0z  0:00 [cpuhkp/3]
root 24 0.0 0.0 u] oz 3 Junoz 0:00 [migration/3]
lsusb T ¥ root z5 0.0 0.0 i} o7 5 Junoz 0:00 [ksoftirgd/3]
uptime root Z8 0.0 0.0 u] oz 3 Junoz 0:00 [kdewtmpfs]
root 29 0.0 0.0 u] oz I« Junioz 0:00 [netns]
ifconfig Iscpu root 31 0.0 0.0 o a2 a Jun0z2 0:00 [kauditd]
root 33 0.0 0.0 u] o 7 3 Junoz 0:00 [oom reaper]
date ip route root 34 0.0 0.0 u] oz I< Junoz 0:00 [writebhack]
root 35 0.0 0.0 u] oz 5 Junioz 0:00 [keowmpaotdl]
ss s | tu root ig 0.0 0.0 o a2 aM Jun0z2 0:00 [ksmd]
root 14 0.0 0.0 a oz I< Jun0z 0:00 lkinteoritwdl
Isof netstat
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uname : linux command : uname -a

P
s Options

ﬁenerall Time Setting | LAN Setting Stats |License| Kemell

CPU Info Linux c©s56202 5.4.0-BPI-Kernel #4 SMP Wed Jul 3 16:51:53 UTC 2024 armv7l

armw?l armw?l GNUSL inuxl
Mem Info
Linux Yersion
Flash Info
Free mem
Process
uname
hwelock
devices
CPU Freq
Isush T ¥
uptime

ifconfig lscpu

date ip route
ss s | bt u
Isof netstat

hweclock : Linux command : hwclock

ot Options
Eenerall Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info 2025-06-03 10:16:45.549196+00:00

Mem Info
Linux Version
Flash Info
Free mem

Process

uname

devices
CPU Freq
Isusb T ¥
uptime
ifconfig lscpu

date ip route

gg s | bt ou

Izof netstat
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Devices : Linux command : Ls /dev/

ol Options

General | Time Setting | LAN Setting Stats |License| Kernell

CPU Info aptn_hios
autofs
Mem Info hlock
. _ haone
Linux Version bhtrfs-control
Flash Info bus
cachefiles
Free mem char
console
Frocess pounterd
counterl
uname counter:
hwclock cpu dima latency
cuse
| devices | disk
diwa_heap
CPU Freq ari
fd
lzush T v full
uptime fuse
g gpiochipO
ifconfig  lscpu gpiochipl
gpiochipz
date ip route gpiochip3
huwr g
g g | t u iZe-0
lsof tstat ize-1
0 nelsa iz2c-2

CPU Freq : Linux Command : cpufreq-info

15 Options = X

General | Time Sellingl LAN Setting Stats ILicensel Kemell

CPU Info cpufrecgutils 008: cpufreg-info (C) Dominik Brodowski 2004-2009
Report errors and bugs to cpufreqfvger.kernel.ory, please.
Mem Info analyezing CPU 0O:

driver: cpufreg-dt

Linux Version CPUs which run at the same hardware frecguency: 0O

Flash Info CPUs which need to have their frecquency coordinated by software: 0
maximun transition latency: 300 us.
Free mem hardware limits: 300 MHz - 1000 MHz
available fregquency steps: 300 MHz, 600 MHz, 720 MHz, S00 MHz, 1000 MHz
Process available cpufreq governors: performance

current policy: fregquency should be within 300 MHz and 1000 MHz.

uname The gowvernor "performance”™ mway decide which speed to use

hwelock within this range.
current CPU frequency is 1000 MHz (asserted by call to hardware) .
devices cpufreg stats: 300 MHz:0.00%, 600 MHz:0.00%, 720 MHz:0.00%, 500 MH=z:0.00%, 1000 MH=z:

Isush T V¥

uplime
ifconfig lscpu

date ip route

ss s | twu

lzof netstat
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Lsusb : linux command : Lsusb

o=l Options

General | Time Setting | LAN Setting Stats |License| Kernel |

CPU Info Eus 004 Device 001: ID 1dféb:0001 Linux Foundation 1.1 root hub
Bus 002 Dewvice 002: ID 1a86:8091 QinHeng Electronics USHE HIE
Mem Info Bus 002 Deviee 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 003 Dewvice 001: ID 1dek:0001 Linux Foundation 1.1 root hub

Linux Version Bus 001 Device 001: ID 1dgh:0002 Linux Foundation 2.0 root hu

Flazh Info
Free mem
Process
uname
hwclock
devices
CPU Freq
lzuzh T ¥
uptime
ifconfig lzcpu

date ip route

g2 2 | t u

lzof netstat

T:linux command : lsusb -t

a5 Options —

General | Time Sellingl LAN Setting Stats ILicenseI Kemell

CPU Info 4t Bus 04.Port 1: Dew 1, Class=root_hub, Driver=ohei-platform/lp, 128
Bus 03.Port 1: Dewv 1, Class=root_hub, Driver=checi-p latform/ ip, 1ZM
Mem Info /1 Bus DZ.Port 1: Dev 1, Class=root_hub, Driver=ehci-platform/lp, 480H
I
1

-

| Port 1: Dev Z, If 0O, Class=Hub, Driver=hub/4p, 450M

Linux Yersion At Bus 01.Port 1: Dew ; Class=root_hub, Driver=ehci-platform/lp, 480M

Flash Info
Free mem
Process
uname
hwclock
devices

CPU Freq

lsusb
uptime:
ifconfig lscpu

date ip route

ss s | tou

Isof netstat
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2025

V : linux command : lsusb -v

ol Opticns

General | Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info

Mem Info

Bus 004 Dewice OO01: ID 1dehk
Dewvice Descriptor:

10001 Linux Foundation 1.1 root hub

Li Versi hlLength 15
Inux Yersion blescriptorType 1
Flash Info bodUSE 1.10
hheviceClass 9 Hub
Free mem hheviceSubClass u}
bheviceProtocol 0 Full speed (or root) hub
Process bMaxPacketSizel 64
idWendor Ox1dfh Linux Foundation
uname idProduct 0x0001 1.1 root hub
hwelock heodlhevice 5.04
iManufacturer 3 Linux 5.4.0-BPI-Kernel ohei_hed
devices iProduct Z Generic Platform COHCI controller
iZerial 1 leled00.ush
CPU Freq bNumConfigurations 1
Conficuration Descriptor:
bsusb | | T bLength ]
. bhescriptorType 2
uptime wTotallength 0x001%9
ifconfig lscpu hMumInterfaces 1
blonfigurationValue 1
date ip route iConfiguration a
hmittributes Oxel
s s 1 tu Self Powered
lsof e Remote Wakeup
0 netsta MaxPower Ormd
Uptime : linux Command : uptime
oS Options
General | Time Sellingl LAN Setting Stats ILicense' Kernel'
CPU Info 11:24:158 up 18:12, 1 user, load average: 0.45, 0.46, 0.45
Mem Info

Linux Yersion
Flazh Info
Free mem

Process
uname

hwelock

devices

CPU Freq

lsush T ¥

ifconfig lscpu
date ip route
sg s |t u

Isof netstat
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Ifconfig : linux command : ifconfig

o Optiens —

General | Time Setting | LAM Setting Stats |License||(eme||

CPU Info ethi Link encap:Ethernet HWaddr 02:53:ec:95:99:1e
UP BROADCALST MULTICALST MTU:1500 Metric:1
Mem Info RX packets:0 errors:0 dropped:0 overruns:0 frame:0

T packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txogueuslen: 1000

Flash Info R hytes:0 (0.0 E) T hytes:0 (0.0 EB)

Interrupt:41 Base address:0xa000

Linux Version

Free mem
ethl Link encap:Ethernet HWaddr 00:af:02:54:c5:57
Process inet addr:192.168.1.164 Beoast:192.165.1.255 Mask:255.255.255.0
inets addr: fefS0::ed47f:5514:9af6:39h/64 Scope:Llink
uname UP BROADCAST RUMNING MULTICAST MTU:1500 Metric:i
hwelock R packets:283676 errors:0 dropped:l overruns:0 frame:0
T packets:38:28 errors:0 dropped:0 overruns:0 carrier:0
devices collisions:0 txgueuslen: 1000
R bytes:27924292 (27.9 ME] TX bytes:590459 (590.4 EE)
CPU Freq Interrupt:40
lsusb T v lo Link encap:Local Loopback
- inet addr:127.0.0.1 Mask:255.0.0.0
uptime |
ineté addr: ::1/128 Scope:Host
lscpu UP LOCPEACE RUNMIMNG MTU:&65536 Metric:l
RE packets:236 errors:0 dropped:0 overruns:0 frame:0
date ip route TE packets:236 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen: 1000
ss s | bu RX bytes:18777 (158.7 KE) TX bytes:18777 (15.7 KE)
Seeinelstat wlano Link encap:Ethernet Hiaddr cO:f5:35:24:12:00

Lscpu : linux command : Lscpu

i Options -

EEnEIaII Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info Lrechitecture: armTl
Byte Order: Little Endian
Mem Info CPU(=) : a4
N . On—-1line CPU(=s) list: 0-3
Linux Version Thread(s) per core: 1
Flash Info Core(s) per socket: 4
Socket (3] : 1
Free mem Vendor ID: LEM
Model: 5
Process Model neme: Cortex-47
Stepping: rops
uname BEogoMIPS: 45.00
hwclock Flags: half thumbk fastmult vwfp edsp neon vipvi tls vipwd
Iidiva idiwve wfpdiZ lpae evtstrm
devices
CPU Freq

lsusb T v
uptime
ifconfig lscpu

date ip route

ss 8 | t wu

Izof netstat
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Date : linux command : date

ot Opticns

General | Time Setting | LAN Setting Stats |License| Kemell

CPU Info Tue 03 Jun 2025 11:28:06 AN B3T

Mem Info
Linux Yersion
Flazh Info
Free mem
Process
uname
hwelock
devices

CPU Freq

Izush T ¥

uptime
ifconfig lscpu
ip route
52 s | bt u

Isof netstat

Iproute : linux command : ip route

s Options

Eenemll Time Settingl LAN Setting Stats ILicensel Kemell

default via 192.1658.1.1 dev ethl proto dhop metric 100
169.254.0.0/16 dewv ethl scope link metric 1000
192.1658.1.0/24 dev ethl proto kernel scope link sro 192.168.1.164 metric 100

CPU Info
Mem Info
Linux Yersion
Flazh Info
Free mem
Process
uname
hwelock
devices
CPU Freq
lzush T ¥
uptime

ifconfig lscpu

date

lsof netstat

www.pbscontrol.com Page 47




pbsSoftLogic User’s Manual Ver 5.0 2025

Ss : linux command : ss

w

ol Options =

General | Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info Necid State Recwv-2 Send-Q Local Address:Port Peer Address:Port
u_str ESTAE u] /run/systemd/ journal/scdout 27500 2726

[n} *
Mem Info u str ESTAE O 0 * 77247 * 7809
. . u str ESTAE O u} * OET3ES * 2630
Cinuzhversion w_str ESTAE O o /runfuser/110/bus 28753 * 2631
Flash Info u_str EITLE 0 u] Jrun/user/110/bus 26305 * 2732
u_str EZTAE O a * 26292 * Z630
Free mem u_str ESTLE 0 u] frun/systemd/ journal/stdout 21610 * 2271
u_str EITAE 0 u] frun/systemd/ journal/scdout 26272 * 2557
Process u str ESTAB O u] Jrun/dbus/system bus socket 21000 * 2099
u_str EITLE 0 u] Jrunfuser/110/bus 27324 * 2871
OHamE u str EITAE O u] frun/dbus/systemn_bus_socket 27905 * 2730
hwelock u_str E3TAE O u} * 26291 * 2630
u_str E3TAE O u} *OEBTTT * 2805
devices u_str ESTAE O 0 * 27316 * 2731
u_str ESTAE O u} * 25576 2627
CPU Freq u_str ESTAE O 0 * 23574 * 2357
u str ESTAE O u] /run/systemd/ journal/scdour 21513 * 2181
lsush TV u:st,r ESTAE O [u} Jrun/systemd/journal/stdout 20071 % 2291
uptime u_str EZTAE O u} * 20999 * 2100
u_str ESTAB O u] frun/systemd/ journal/stdout 26301 * 2R20
ifconfig | lscpu u_str ESTAE O ] T 26285 T 2731
u_str ESTAB O u] Jrun/systemd/journal/stdout 26302 * ZBZ9
date  ip route u_str ESTAE O ] * 27302 * 2790
u_str E3TAE O u} * EB7T16 * a2T3E
It u_str ESTRE O o * 27503 * 2878
u str E3TAE 0O a Jrun/svstemd/journal/stdout 27947 * 2739

Isof netstat

ss-s : linux command : ss -s

ol Options

General | Time Setting | LAM Setting Stats |License| Kernell

CPU Info Total: 337
TCP: 14 jestab 4, closed 2, orphaned 0, timewait 0]
Mem Info
- - Transport Total IF IPvE
Linux Yersion BAW 1 o
Flash Info UpR 6 4 2
TCF 1z 9 3
Free mem INET 19 13 £
FRALG u] u] u]
Process
uname
hwclock
devices
CPU Freq
lsuzh T ¥
uptime
ifconkfig lzcpu
date ip route
&5 I t u
Isof netstat
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Ss—1 :linuxcommand: "ss -1
o Opticns - *
General | Time Sellingl LAM Setting Stats |License| Kemell
CPU Info Metid State Recw-0Q Send-0Q Local Address:Port
nl U< ONI u] u] rtnl:syst
Mem Info nl UNCONN 0 ul rtnl:Netw
~ . nl TNCON o o rtnl:kern
Cinuikiersion nl UNCONN O ul rtnl:whoo
Flash Info nl TIIC ONIT u] u] rtnl:wpa
nl T ORI u} u} rtnl:avah
Free mem nl TC ONIT u] u] rtnl:systc
nl T QNI u} u} rtunl:whoo
Process nl U< ONI u] u] rtnl:wpa
nl TG G u} u} rtnl:MNetw
uname nl UNCONN O ul rtnl:avah
hwelock nl TIIC ONIT u] u] rtnl:syst
nl TIIC ONIT u] u] rtnl:syst
devices nl TC ONIT 4255 u] topdiag:ss/7
nl U< ONI 704 u] toepdiag:kern
CPU Freq nl UNCONM O ] zelinux:kern
nl TG G u} u} audit:kern
bsush | | T || ¥ nl UNCONN O 0 audit:syst
uptime nl UM CONN a a audit:-766
nl TIIC ONIT u] u] audit:syst
ifconfig lscpu nl TC ONIT u] u] fiblookup:kern
nl T ORI u} u} uevent:udis
date ip route nl U< ONI u] u] uevent:syst
nl U< ONI u] u] UsvVent: syst
35 Wi & tu nl UGS ONM u] u] uevent upow
nl NG CHM a a uevent:-129
lzof netstat
Ss—t : linux command : ss -t -a
sl Options = ?

Eenerall Time Setting | LAN Setting Stats |License| Kemell

CPU Info State Recv-Q Send-Q Local Address:Port Peer Address:Port FProcess
LISTEN O 1 0.0.0.0:20001 0.0.0.0:%
Mem Info LISTEN O 4095 127.0.0.53%lo:dowain 0.0.0.0:%
- . LISTEN O 1z5 0.0.0.0:==sh 0.0.0.0:%
Linux Version LISTEN 0 5 127.0.0.1:ipp 0.0.0.0:%
Flash Info LISTEN O 100 0.0.0.0:158583 0.0.0.0:%
E3TLE u] 11z 192.1658.1.164:==h 192.1658.1.213:50276
Frechmem ESTAE O 0 192.1658.1.164:s=h 192.165.1.213: 50275
E3TLE u] ] 192.1658.1.164:==h 192.1658.1.213:50225
Process E3TLE u] ] 192.1658.1.164:==h 192.1658.1.213:49595
LISTEN 0O 128 [::] :32h [::]:%
uname LISTEN O 5 [::1]:ipp [::]:7
hwclock LISTEN O 100 [=:]:1883 [=:]:7
devices
CPU Freq
Isush T v
uptime
ifconfig Iscpu
date ip route
I | u
lsof netstat
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Ss—u: linux command :ss -u -a

ol Options - *

Eenerall Time Seltingl LAN Setting Stats ILicensel Kemell

CPU Info State Recowv-Q  Send-oQ Lozal Address:Port FPeer Address:Port Process
TNCONN O a 127.0.0.53% lo:domain 0.0.0.0:%
Mem Info ESTAE O ] 192.168.1.164%ethl:bhootpe 192.168.1.1:bootps
5 . UNCONN 0O o 0.0.0.0:37920 0.0.0.0:%*
LinuxgVersion UHCONN O 0 0.0.0.0:mdns 0.0.0.0:%
Flash Info UNCCHN O 1] [::] imdns [z:]:%
TNCONH O i} [::]:46996 [::]:%
Free mem
Process
uname
hwelock
devices
CPU Freq
lzush T ¥
uptime
ifconfig lscpu
date ip route
ss s | t
lsof netstat
Lsof : linux command : Lsof
a5 Options = X
Eenerall Time Sellingl LAN Setting Stats |License| Kemell
CPU Info COMMAND PID TID TASKECMD TUSER  FD TYPE DEVICE SIZE/OFF
systetmd 1 root  owd DIR 179,2 4096 |
Mem Info syatemd 1 root  rtd DIR 179,2 4096
. ~ systetd 1 root tXt REG 179,2 1075228
Cinux LY ersion systemd 1 root mem REG 179,2 112216
Flash Info systemd 1 root e REG 179,2 14226592
systemd 1 root e REG 179,z So464
Free mem systemd 1 root e REG 179,z 38400
systemd 1 root e REG 179,2 260z0
Process systemd 1 root e REG 179,z 306564
systemd 1 root e REG 179,z 21965
uname systemd 1 root  mem REG 179,2 1675680
hwclock systemd 1 root mem REG 179,2 13524
systemd 1 root mem REG 179,22 9772
devices systemd 1 root e REG 179,z 403240
systemd 1 root e REG 179,z 116964
CPU Freq systemd 1 root mem REG 179,z 362672
systemd 1 root Imem REG 179,z 104024
lsush T ¥V systemd 1 root mem REG 173,z g7428
untime systemd 1 root Imem REG 179,z 179585
B systemd 1 root Imem REG 179,z 107540
ifconfig lscpu systetmd 1 root el REG 179,2 GeE232
systetd 1 root el REG 179,z 267424
date ip route systetd 1 root el REG 179,z 135768
systemd 1 root e REG 179,z 17888
ss s 1 tu svstemd 1 root  memn REG 179,2 219056
svatemd 1 root mem REG 1759.2 21864
netstat
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Netstate: Linux command : netstat

a5 Options = X

Eenerall Time Setting | LAN Setting Stats ILicenseI Kemell

CPU Info Aetive Internet connections (w/o servers)
Proto Recw-Q Send-Q Local Address Foreign Address State
Mem Info tep a 0 ©=6202.lan:ssh karijooT420. lan: S0228 ESTABLISHED
. . top u] 0 c=6202. lan:ssh kamjooT420. lan: 50251 ESTAELISHED
Linux Version tep o 0 e=6202.lan:ssh kamjooT420. lan: 49895 ESTABLISHED
Flash Info top u] 112 w=6202.1lan:ssh karmjooTd20. lan: 50282 ESTABLISHED
udp u] 0 w=6202. lan:bootpe RUTZ00. lan:kbootps ESTABLISHED
Free mem Aetive TNIX domain sockets (w/o servers)
Proto Reflnt Flags Type State I-Hode Path
Process unix 3 [ 1 LGRAM 13634 Jrun/systemd/notify
unix 2 [ 1] LGRALM 26195 frunfuser/ 110/ systemd/ not
uname unix 2 [ 1] LGRALM 16298 Jrun/systemd/ journal/sysl
hwelock unix 18 [1] DGRALM 18310 frun/syatenmd/ journal/ dev—
unix 10 [1] DGRALM 16317 frun/aystewmd/ journal/sock
devices unix 2 [ 1 DGRAN 1553863 frun/user/0/systemd/ notif
unix 2 [ 1 LGRAM 22519 frun/wpa_supplicant/wlan0
CPU Freq unix 2 [ DGRAN 22524 /runfwpa_supplicant/pZp-d
unix 3 [ 1 STRELM CONNECTED 27500 Jrun/systemd/ journal/stdo
lsusb T ¥ unix 3 [1] STRELN CCNNECTED 77247
uplime unix 3 [1] 3TRELM CONWMECTED 27323
unix 3 [1] ITRELM CONIMECTED 28753 frunfuser/110/bus
ifconfig lscpu unix 3 [ 1 STRELM CONMNECTED 25305 frun/user/110/bus
unix 3 [1 STREAN CONNECTED 26292
date ip route unix 3 [ 1 STRELM CONNECTED 21610 frun/systemd/ journal/stdo
unix 3 [ 1 STRELM CONNECTED ZE272 Jrun/systemd/ journal/stdo
unix 3 [1 DGRAM 27291
unix 3 r STRELN CCNNECTED 21000 frunddbus/svstem bus sock
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